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«BeCcKOHTaKTHBIE TEXHOJIOTHH» CETOIHS 3HAKOMa HE TOJbKO crenuamictaMm IT-cdepsl, HO U psIoBEIM
MOJIL30BaTEISIM COBPEMEHHEIX CEPBUCOB. Bo BBeleHHHM OBIIa OMKMCAHA BAaXXKHOCTh OECKOHTAKTHBIX TEXHOJIOTHH,
KOTOPBIE UMEIOT OTPOMHBIE IIEPCIEKTUBLI IPUMEHEHHS B CAMBIX pa3HbIX chepax — OT PUTEIA 10 MEIUIUHBI U
o0Opa3oBanus. be3HamMuHbIE MIATEXXU; TDAHCIIONT,; CUCTEMBI YUETa BPEMEHH, HACHTH (D UKAIIK ¥ KOHTP OIS IO CTVIIA;
HMHTEePAKTUBHbIE UH(MOCTEHIBI 1 CMapT-IIOCTEPHI; COLMATBHBIC CEPBUCHI. .. M 3TO ellle AaleKko He MOIHBIN IepedeHb
TexX obJacTeid, Tie MOXKET IPUTOUTHCS POTPECCHBHOE N300peTeHHe. beCKOHTAKTHBIN CTIOCO0 CBSI3M B3SUIM Ha
BOOPYKEHHUE U OaHKU.

IIpakTukoi D0Ka3aHoO, YTO OaHKOBCKas cthepa— HTO 0IHA U3 TEX00IACTCH YEI0BCUCCKO M eI TEIHHO CTH, TIC
HCII0JIh30 BaHKE WH(POPMAIHO HHBIX ITEP €10 BEIX KOM ITBIO TEPHBIX TEXHOJIOTHH 0Ka3bIBAETCs HarooJiee 3 (h(heKTUBHLIM.
HOCHGHHI/IG JCCATUIICTUA 6I)IJII/I IICPHUOA0OM BHCIAPCHHUI HOBBIX KOMIIBKOTCDHBIX TCH{OHOFHﬁ. KDCOUTHBIX KapT U
Ba)KHBIX MHHOBAIHi JIcHEKHO-(h MFHAHCOBOTO PBIHKA. A HAJIUTHKHY U TP €JICTABUTEIIM OTPACITH 00CYK TAFOT BHE P CHHE
TEXHOJIOTHH 0€CKOHTAKTHBIX IJIATE)KEH U €€ MEePCIEKTUB C 32Ty CKOM HOBBIX INIATE)KHBIX CEPBUCOB.

TToHnMas Ba)KHO CTh ¥ HEO O X0 IMMOCTS IIJIATEKHOM CUCTEMBI I O€CKOHTAKTHO M OIUIATHI Y CayT B bemapycu
M, B YaCTHOCTH, B TOpoie I poIHO, B OCHOBHOM YacTH OBIJIO 000CHOBAHO PEIICHIE O CO3TAHNH INIATE)KHON CHCTEMBI,
KOTODas OV IeT IO UIEDKUBATEH OEJI0PYCCKHE KapThl ¥ IIDH DTOM He OVIET YCTYIIAaTh CYIIECTBYIOIIM CUCTEMAM, TaK
KaK B cBOel ocHOBe Oy neT umeTs Texnosoruto Near Field Communication, uto oGecrieunT crucTeMbl 3a U IIEHHOCTD,
HaJIe’KHOCTh, CKOPOCTh, yA0OCTBO UCTIONIH30BaHUs. B 3aKkiFoueHHH OB PACCMOTPEHBI OCHOBHBIE IP UMY IHIECTRA
CHCTEMBI.

AKTyaJIbHOCTh TEMBI HCCIIENOBAHNUS OTIPENEIAETCS aKTUBHBIM Pa3BUTHEM TEXHOJIOTHH 0ECKOHTAKTHBIX
miatexen B bemapycu, SBiasgronmx co00ro mpuMep cuMOrno3a padboTel OaHKa, IIATEKHOM CHCTEMBI 1 Tened OHa.
BeckoHTakTHas OTUIATA C TOM OIIBIO M OOUIIBHOTO Tesie()OHA CTAHET IArOM Ha Iy TH K 0TKa3y OT HaJIMYHBIXCPEICTB.

Key words: design, information system, payment system, diagrams, financial technologies, contactless,
payment, payment systems, nfc.

It is almost impossible to go outwithout a mobile phone oran MP3player, forexample. These devices have
become an important part of our life. Even banks are increasingly using digital technologies in their activities. The
development ofthe economy ofany state today is impossible without a highly efficient systemofmoney circulation
and the use of modern payment mechanisms for different payment methods.

Payment methods are divided into cash and non-cash. Non-cash payments are gradually crowding out cash
payments in the monetary systems of various countries. But when I told non-cash, whatdo I mean. As in modern life
people more and more forgetaboutcashanddaily use smartphone, banks started to create payment systems. And it is
not everything that banks do. They create contactless card, let people pay with the help of QR and Near Field
Communication (NFC). A contactless bank card is really a convenient thing. You don’t need to stick anything,
remember the PIN code, scribble checks with a bad-writing pen, not to mention counting bills and looking in the
pockets to find money. Touch - and ready. And you are free. Contactless payments are also a perfect solution for
salesman, sincethey allow youto speed up the payment process. And youas a customer doesn’t need waste your time
by paying. Contactless bank cards use NFC technology, a type of RFID, for data transfer.

Now the smartphone can emulate cards and people are able to pay with the help of only thephone and don’t
think about the cash. And don’t worry the developers are thinking about secure. There are many people who thank
that payment system are not secure but you need to understand that the banks also care about their reputation. And
they make their payment systems secure year by year [1, p. 42].

Payment systemis an important element of the financialand banking systemofany country, that allows for
non-cash transfers of funds between various business entities. At the moment, there is a great variety of payment
systems, forexample PayPal, WebMoney, EasyPay, Apply Pay, Samsung Pay, that provide the simplicity and speed
of payment transactions. Such systems will make it possible to judgethe level of technical and economic developrment
of the country, as well as increase the standard of living of the population in this country.



In Belarus, not so long ago, the first contactless payment systems began to appear. They are still far from
perfect, and not particularly common. And therefore, in this course paper, we will design a payment system project
for the city of Grodno, take into account all the pros and cons of existing systems and try to achieve maximum
versatility. The theme of this article is relevant, since in modern life, cash payments for goods and services are
becoming obsolete. To simplify and expedite payment, contactless payment methods were invented.

Contactless cards are both settlement and credit cards. At the same time, there are contactless cards with
payWave and PayPass technologies. For MasterCard Worldwide, this contactless payment technology is called
PayPass, for VISA, it is called payWave. There are no special differences between them, the methods for using such
cards are almost the same. A contactless card is a classic bank card that allows youto pay for goods and services with
one touch. Such products are equipped with a special microchip and this microchip transmits a signal without contact
with the terminal. Contactless card has its benefits. First ofall is security [2]. You will completely control the payment
process, sinceyoudon’teven needto give your card tothe cashier. Your card signal is transmitted at a shortdistance,
which eliminates the possibility of its interception. One of the benefits is also efficiency. The payment process takes
afew seconds. And, of course, reliability. You will not be able to pay one purchase twice, evenifthe card remains on
the terminal. Afterthe payment, the terminalis disconnected. Contactless payments canonly be madein places where
the MasterCard PayPass or Visa payWave logos are present or logo of contactless payment (figure 1).
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Figure 1 — The emblem of contactless payment

The purchase process looks like this:

1. You check the payment amount entered by the cashier.

2. Bring the contactless card to the reader for a moment.

3. Asound signal sounds and an inscription appears on the display that confirms the fact of payment.

4. The terminal is turned off (this exclude the cancellation of a double amount).

If the amount of your payment more than twenty rubles (this is the established limit for Belarus), then you
will additionally needtoentera PIN code or youwill receive a check for signature fromthe cashier. In some countries,
a certain limit will be possible to pay for a purchase only by contact.

The advantages of contactless payment are:

) record speed of payment transactions;

) convenience of payment;

o no need to transfer your bank card to an unknow person (cashier);

o no need to spend time entering a PIN code (up to the set limit);

. service life compared to ordinary “plastic” (such a card is less exposed to mechanical stress);
) the ability to use contactless cards in ordinary ATMs or terminals;

) reception in more than 30 countries.

Also, contactless payment is very secure. But, of course, you have a question how terminals at the store read
information from the contactless cards and how terminal withdraws funds from your card. For understanding, let’s
read the official definition of contactless payment: Contactlesspaymentis a secure method for consumers to purchase
products or services using a debit, credit, or smartcard — also known as a chip card — by using RFID technology or
Near Field Communication (NFC) and also QR-codes [4, p. 113].

It will be interesting to compare two wireless technologies: QR-code and NFC. NFC (Near Field
Communication) and QR Codes are two wireless technologies. And both thatcan be used the same way: transfer data
and receive data. There are some characteristics that differentiate one another though [5].

1. Infrastructure and equipment.

QR Codes are universal: every smartphone can potentially read a QR code, as soon as a QR Code reader app
has been installed (app download just takes 3 clicks and is free). When it comes to NFC, not every phone has NFC.

2. Content access.

To read a QR code, users first have to open the specific QR Code reader application downloaded from the
app store, and point their smartphone onto the 2D code to decode it. NFC is more convenientandfaster: the action is
automatically triggered when your phone comes within 10 cm (3.94 inches) near the NFC tag and you get instant
access to the content on mobile- without a single click.

3. Branding



Today, you can create a special design for QR code. It can be a logo of yourcompany oryou can use your
company’s colors for QR code [6]. You have lots ofadvanced personalization options. Still, you have to follow some
design rules so that your code remains scannable.

ForNFC tags, there isn’tany designrestriction as theinformationis not encoded in the tag designitself. Tag
can be completely hidden in your own support without affecting the capabilities.

4. Price

QR Codes do nothave a unit price, they are scalable: you produce themonce and you can use or print them
everywhere and as many times as you need without additional cost. NFC chips are a physical product, costs mostly
depend on how many NFC tags you need.

Well, after analysis we decided to choose NFC for future contactless system.

NFC is very popular now. And more countries now what to integrate NFCwith theireconomy to be digital
country. Now mostly every smartphone has NFC. That’s why we decided to create payment system that will help
people from Grodno and tourists pay services and purchases with their phone.

Yes, it is hard but possible. Advantages of NFC, that make us use NFC:

) quick and convenient — you just need to bring the card to the reader with the NFC icon;
) safe — operations occur after entering the PIN code of the card;
) without risk of forgetting the card at the ATM — throughout the entire operation the card is always

in your hands.

Today smartphone with NFC can emulate credit card once. And after youdon’t need to take your card with
you. The mobile phone is often the “carrier” ofthe NFC chip — the device is the most importantly inseparable from
its owner, acting as:

o means of payment (app of the payment systemor virtual wallet);
o means of identification of the owner;

) key, bonus card;

) ticket.

Currently, NFC solutions are already used in many areas all over the world. For example, using this
technology, you can book and sell electronic tickets, pay for public transport and car park, NFC-technology is also
actively used in the services and entertainment sectors, in the field of security and access control. But we still don’t
have it in Grodno. Here it isn’t widespread. It is interesting, NFC chips are used not only in mobile devices in card
emulation mode, but also in plastic cards themselves, for the possibility of contactless payment, and also in other
common devices with the ability to emulate your card, such as a ring or bracelet with a built-in NFC chip. | read
before about contactless payment modeand about contactless cards [7]. Now, forunderstanding, let’s me demonstrate
how transaction is going on (figure 2).
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Figure 2 — The process of tokenization

The main goal of our payment systemis to simplify the process of paying for services, make Grodno digital
city with NFC payment system. We are not going to replace the current system of payment. We just wanted to
complement the system.

We understand that not all people and tourists have cash to buy. Our payment system will help people pay
using onlytheirsmartphones. If your smartphone has NFC you can use your phoneas a card. First ofall, you needto
downloadthe payment systemfromthe store. As payment systemis an ap p you candownload it in one touch (click).

Afterdownloadingyoushould opentheappandfillin the card details or can justswitch on the camera, using
specialbutton onthe app, in your phoneand scanthecard. That’s all what you needto do to turn your phoneinto the
card. As soonas the informationis verified, the card data will be digitally displayed in the programon the phone. If
you want to pay you just need to open the app and click to the big button in the center to activate NFC.



The information systemthatwe are going todesign— is a mobile application— is a paymentsystemwith NFC
technology to give people the opportunity to pay without cash and credit card in the wallet.
Since our payment systemdisplays in the form of mobile application. The mobile application functions:

1 Registration. When first use our payment systemon smartphone, user needto create an account. In
this step, the fingerprint and retina should be recorded.

2. Add credit cards. To add a new creditcard, user needs to open the camera and scan the cardand also
fill in the CVV/CVC code. There will be the opportunity to fill in card’s details by your own.

3. Delete credit cards. User can delete credit cards which he thinks it is unnecessary.

4, Check payment statement. User can check all payment statement on phone.

5. Payment calculation. User canselecta dateand thesoftware can calculate the total paymentamount
during the selected period.

6. Pay with the help of NFCtechnology. To pay the user should touch NFC reader with his smartphone
but before he needs to click on NFC icon.

7. Receipt. After payment the user will be able to see the receipt and if he wants, he can save it.

Thanks to usecase diagramyou can understand the features of the system. A use casediagramat its sinplest
is a representation ofa user's interaction with thesystemthatshows the relationship between the user and the different
use cases in which the useris involved. A use case diagramcan identify the different types of users ofa systemand
the different use cases and will often be accompanied by other types of diagrams as well. You can see use case diagram
on figure 3.
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Figure 3 — Use case diagram

The benefits of contactless payment to users is obvious. Being a modern technology, mobile payment has
several advantages in the speed and simplicity of making payments. And, of course, the main advantage of the
contactless payment is security. Many experts say NFCreally is fundamentally secure by virtue of its extremely short
range. In orderto snagyour NFCsignal, a hacker would need to be very close to you. Uncomfortably close. In other
words, you'd knowthey were there. And unless it was a very intimate friend of yours, you'd likely not be happy about
it. To pay with amobile phone, just bringit to the terminaland the required amountwill be written off. Unlike a card,
today a mobile phone is always at hand.

Today, everyone has plastic cards and documents with microchips based on near field communications (NFC)
or with radio frequency ldentification (RFID).

This technology is promising because it presents the next evolution of convenient payment with an added
layer of security. This technology will make upcoming smartphones powerful.
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